ITamaTka 11a 00y4aroIuxca 00 nHGOPMAITMOHHOM

0€e30IIaCHOCTH JeTeH
HEJIb3S

1. Bcem moapsj coobmmaTh cBOK0 YacTHYIO WH@opManuio (Hactosmue uMs, GaMuInio,
TesieOH, azpec, HOMEP IIIKOJIbI, a Tak:Ke ¢GoTOorpaduu CBOU, CBOEH CEMbU U JIpy3€eH);

2. OTKpbIBaTh BI0KeHHBIE (PailyIbl 2JIEKTPOHHOU MOYTHI, KOT/]a He 3Haelllb OTIIPABUTEJIS;
3. I'pyOuts, IpuanupaThCs, OKa3bIBaTh AABJIEHUE - BeCTU ce0s1 HEBEKIIMBO U aTPECCHUBHO;

4. He pacmnopszkaiicss eHbraMu TBOel ceMbU 0e3 paspellleHHus CTapIIuX - BCETZa
CIpalnBai poguTesnen;

5. He Bcrpeuatica ¢ VHTepHET-3HAKOMBIMH B pEaJbHOU KU3HU - IIOCOBETYHCA CO
B3POCJIBIM, KOTOPOMY JIOBEPSEIIb.

OCTOPOXKHO

1. He Bce nmumyt npasay. Yutaemb o cebe HenpaBay B MHTepHETe - cO00IH 00 3TOM
CBOUMM POJIUTEJISIM HJIH OIIEKyHaM;

2. [TpurnamaroT nepenuchBaThCsl, UTPATh, 0OMEHHUBATHCSA - IIPOBEPH, HET JIU MO/[BOXA;
3. HezakonHoe konupoBanue ¢aiysioB B IHTepHETE - BOPOBCTBO;
4. Becerma pacckaspiBaii B3pOcJIbIM O ITpobJieMax B CeTU - OHU Bcer/ia IIOMOTYT;

5. Mcmosp3yii HaCTpOWKHM 0€30IacHOCTH W IIPUBATHOCTU, YTOOBI HE IOTEPATH CBOH
AKKAyHTBI B COIICETAX U JIPYTUX MOPTAIAX.

MOYKHO

1. YBaxkall Ipyrux IoJib30BaTese;

2. [Tosb3yernbess IHTEpHET-UCTOYHUKOM - JleJIall CChIIKY Ha HETO;
3. OTKpbIBaM TOJIBKO T€ CCHLIIKU, B KOTOPBIX YBEPEH;

4. Ob6maThes 32 TOMOIIBIO B3POC/IBIM - POAUTEIH, ONEKYHbI U aIMUHUCTPAIUSA CAlTOB
BCerJia IOMOryT;

5. [Ipotizu o6yueHue Ha caiite "CeTeBUUOK" U MOJIYYH MACIIOPT I POBOTO TPAK/IaHMHA !
ITpusnoxenue N° 2

[Mpunoxenue 2. MHGOpMaOHHAA TaMATKA JIJIA 00YYAIOIIUXCSA IS pa3MeIleH s Ha
odHUIIATbHBIX HHTEPHET-Pecypcax

C Ka)kIbIM T'OJIOM MOJIOJIEZKU B UHTEPHETE CTAHOBUTCSA OOJIBINE, a ITKOJbHUKHA OJHH U3
caMbIX aKTUBHBIX MOJIb30BaTesiel PyHnera. Mexxy TeM, TIOMHUMO OTPOMHOTO KOJTMYECTBA
BO3MOJKHOCTEHN, WHTEPHET HECEeT W IMPOoO0JIeMbl. JTa MaMATKa JOJKHA IOMOYb Tebe
0€e3011aCHO HaXOIUTHCA B CETH.

KoMmnbrorepHbie BUPyChI



KommbloTepHBIE BHUpPYyC - OTO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTpPaMM,
OTJIMYUTETLHOU OCOOEHHOCTHI0O KOTOPOU SBJISIETCSA CIIOCOOHOCTh K Pa3MHOXKEHHI0. B
JIOTIOJTHEHUE K 3TOMY, BUPYCHI MOTYT IIOBPEJIUTH HWJIA IOJHOCTHIO YHHUYTOXKHUTH BCE
aiiel m AaHHBIE, TOAKOHTPOJIBHBIE IIOJIB30BATENI0, OT HMMEHU KOTOpPOro ObLia
3alyIleHa 3apa’keHHas IpOorpaMMa, a TaKKe IOBPeAUTh WIH Ja)Ke YHUYTOXKUTH
OIEpalMOHHYI0 CHCTeMYy cO BceMH ¢aillaMu B 1ejJioM. B OOJIBIIMHCTBE CJIy4daeB
PAacCIpOCTPaHAIOTCS BUPYCHI Yepe3 UHTEPHET.

MeTo/1b1 3aIIUTHI OT BPEJOHOCHBIX IPOTPAMM:

1. Mcnosnp3yii coBpeMeHHbIE ONEPAllIOHHbBIE CUCTEMBI, UMEIOIIUE CEPhe3HBI YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [locTosgHHO ycTaHaBaWBai madTH (I[UQPOBBIE 3aIUIATKH, KOTOPblE aBTOMATUUYECKHU
YCTAaHABJIUBAIOTCA C IeJIbI0 JOPaOOTKU IPOrpaMMBbI) W JIpyrue OOHOBJIEHHUs CBOeU
omepanuoHHOU cucteMbl. CKaumBal UX TOJIBKO C OPUIIMAIIBLHOTO calTa pa3zpaboTumka
OC. Ecnu cyiiecTByeT pesKUM aBTOMATHYECKOTO OOHOBJIEHU S, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE IO/, ITPaBaMH II0JIb30BATeEJIs, a HE aIMUHHUCTPATOPA.
ITO He MO3BOJIUT GOJIBIIMHCTBY BPEIOHOCHBIX MIPOTPAMM MHCTAJITUPOBATHCS HA TBOEM
MIEPCOHAJIBHOM KOMIIBIOTEDE;

4. Mlcriosib3yli aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOJIYKTHI M3BECTHBIX IIPOU3BOJIUTEIIEH, C
aBTOMAaTHUYEeCKUM OOHOBJIeHHEM 0a3;

5. Orpannub GpU3UYECKUU JIOCTYTI K KOMIIBIOTEPY /IJ11 IOCTOPOHHUX JIUII;

6. Mcniosip3yli BHEIIIHUE HOCUTeI NHPOPMAIINHY, TaKUe Kak iielika, JUCK UiIH Gaiii us
WHTEPHETA, TOJIbKO 13 IIPOBEPEHHBIX UCTOUHUKOB;

7. He oTKpbIBail KOMIBIOTEpHBIE (ailibl, OJyYeHHble U3 HEHaJe?KHBIX UCTOUHUKOB.
Jaxe Te dailibl, KOTOpble IPUCIAl TBOU 3HAKOMBIN. Jlydllle yTOUHHU y HETO, OTIIPABJIAII
JIX OH Tebe uX.

Cerun WI-FI

Wi-Fi - 3T0 He BU/I Ilepeiayy TaHHBIX, HE TEXHOJIOTHSA, a BCETO JIUIIb OpeH |, Mapka. Eie
B 1901 TOAy HUJEpJaHJCKas KOMIAHHUA 3apeructpupoBaia Openg "WECA", uro
oboszHauasio cinoBocoueranue "Wireless Fidelity", xoropblii mepeBoAMTCS Kak
"GecrpoBOTHAS TOYHOCTD .

Jlo Hamero BpeMeHH /IONLIa Jipyras abOpeBuUaTypa, KOTOpas SBJISETCA TaKOH ke

TexHosioruei. Ato abbpeBuarypa "Wi-Fi". Takoe Ha3zBaHue OBLIO JJaHO C HAMEKOM Ha

CTaHJApPT BbICIIEW 3BYKOBOW TexHUKH Hi-Fi, uTo B mepeBoje o3HauaeT "BBICOKASA
"

TOYHOCTH .

Jla, OecITaTHBIN WHTEPHET-ZIOCTYI B Kade, OTeIAX U adPOIOPTax ABJISETCS OTIUYHOU
BO3MOJKHOCTHIO BbIXOZa B UHTepHeT. HO MHOTHME BSKCIEPThl CUUTAIOT, YTO
obmenoctymabie Wi-Fi ceTu He ABIAIOTCA 0€30IMaCHBIMU.

CoBetbl 110 6€3011aCHOCTH pabOTHI B OOIIEAOCTYITHBIX ceTsAX Wi-fi:

1. He mepepaBaii cBol JIMUHYH HHMoOpManuio depe3 obmenoctymabie Wi-Fi ceru.
Paboras B HUX, JKeJIaTeJIbHO He BBOJIUTD ITAPOJIU JOCTYIIA, JIOTUHBI ¥ KaKWe-TO HOMepPa;



2. Mcnosp3yit 1 OOHOBJISIH aHTUBUPYCHBIE ITPOrPaMMBbI B OpaHamayep. Tem caMmbIM ThbI
obe3ormacuinb cebsi OT 3aKaUKH BUPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonp3oBanum Wi-Fi otkimoun ¢yuknuio "O6mwuit goctyn k daiyam u
npuHTtepam”. JlamHasg &yHKOUA 3aKphITa MO YMOJTYaHHUIO, OJHAKO HEKOTOpbIE
MIOJIb30BATEIN AKTUBUPYIOT €€ JIJIA y/100CTBa UCIIOIb30BaHUA B paboTe wiu yuebe;

4. He ucnonp3yit mybosmunsiii WI-FI 11 mepemaun JIMYHBIX JaHHBIX, HAIIPUMED JJIA
BBIXO/Ia B COIUAJIbHBIE CETU WJIN B 3JIEKTPOHHYIO IIOYTY;

5. Mcnionb3y#l Tosbko 3amuiienHoe coenmHenue yepe3 HTTPS, a ue HTTP, T.e. mpu
Habope BeO-azipeca BBOjiM uMeHHO "https://";

6. B wmobunbHOM Tenedone otkmoun ¢yaknuoo [logkaouenue k  Wi-Fi
aBromaruuecku". He /oryckaii aBTOMaTUUeCKOrO IMOAKJIIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConunajibHBIE CETU

CorpasibHbIe CeTH aKTUBHO BXO/ISIT B HAIIIY )KU3Hb, MHOTHE JIIO/IH PAOOTAIOT U YKUBYT TaM
IIOCTOSIHHO, a B Facebook yske 3aperucTpupoBaH MUJLIHAP]] YEJIOBEK, UTO SIBJISETCS
OJIHOI CeIbMOU BCEX >KHUTeJIeH IIaHeThbl. MHOrHWe II0JIb30BaTeJM HE MOHHMAIOT, YTO
vHopManus, pa3MelleHHAass UMU B COIIMAIbHBIX CETAX, MOKET ObITh HaljieHa U
HCIIOJIb30BaHa KEM YTOHO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1arnMyu HaMepeHUsIMHU.

OCHOBHBIE COBETHI 10 OE30ITaCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHuYyb CHUCOK Jipy3eil. ¥ Tebs B APy3bsX He JODKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amminan CBOIO YaCTHYIO KU3Hb. He ykaszbiBall maposiu, TesedoHBI, ajipeca, JaTy
TBOETO POXJIEHUA U JAPYIyI0 JIMYHYI0 HHQOPMAUUIO. 3JIOYMBIIUIEHHUKA MOTYT
HCNOJIb30BaTh Ja)ke HWH(MOpPMAIUI0 O TOM, KaK Tbl U TBOM POJAUTENH IUIAHUDPYeTe
IIPOBECTH KaHUKYJIBI;

3. 3amuIai CBO0 PEeIyTaIvIo - IEPKU €€ B YUCTOTE U 33J1aBail cebe BOIPOC: XOTeJT Obl
TBI, YTOOBI ApyTHUe M0JIb30BaTeIN BUEJIN, UTO Thl 3arpyxaems? [Togymaii, mpex/ie uem
YTO-TO OIYOJIMKOBATh, HATIUCATH U 3aTPy3UTh;

4. Ecytu TBI TOBOPHILIB C JIIO/IbMU, KOTOPBIX HE 3HAEIIIb, He UCII0JIb3YH CBOe peaslbHOe UM
Y IPYTYIO JTUYHYI0 UHOOPMAIUH: UMsI, MECTO KUTEJIHCTBA, MECTO YUeObI U IIPOUEE;

5. M36eraii pazmenenus pororpaduii B IHTEepHETe, r7e Thl N300pa*keH Ha MEeCTHOCTH,
110 KOTOPOU MO3KHO OIIPeJIeJINTh TBOE MECTOIOJIOKEHUE;

6. IIpu perucrpanuu B COIUATIBHOU CeTH HEOOXOAMMO UCIOJIb30BaTh CJI0KHbBIE I1apPOJIH,
cocrosye u3 OykB ¥ uU@p U ¢ KOJIMYEeCTBOM 3HAKOB He MeHee 8;

7. Z[JIH COIII/IEUH)HOfI CETU, IIOYTHI U APYTIUXx caliToOB H606XOI[I/IMO HCIIOJIb30BATb pa3HbIE
ImapoJin. Tor/:[a ecsiu Tebst B3JIOMAKOT, TO 3JIOYMBIINIJICHHUKH II0JIydaT AOCTYII TOJIBKO K
OOHOMY MECTY, a HE BO BCE Cpaa3y.

AJIEeKTPOHHBIE J€HbI'U

OJIeKTPOHHBIE JIEHBIH - 5TO OUYE€Hb YZAOOHBIN CIOCOO IIaTelked, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbI€ XOTAT MOJIyYUThb 3TU IE€HbIU.



SHGKTpOHHI)Ie A€HbI' IIOABUJIMCH COBCEM HE€JABHO M MMEHHO H3-3a 3TOI'O BO MHOTHUX
TOCyaAapCTBax M0 CHUX IIOP HE IIPOITHMCAHO IIPO HUX B 3aKOHAX.

B Poccuu sxe oHU GYHKITMOHUPYIOT U O HUX Y3Ke IIPOITMCAHO B 3aKOHE, I7Ie UX PA3Ie/IAI0T
Ha HECKOJIbKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, YTO aHOHHUMHBIE -
9TO Te, B KOTOPBIX paspellaercsi IPOBOAUTH oOlepanuu 0e3 uaeHTUGUKAINH
[I0JIb30BaTe/sA, a B HEAHOHMMHBIX HAeHTH(DUKAIUSI I10Jb30BATENA  SBJIAETCSH
00s13aTeIbHOM.

Takske ciiezyeT pasjanyarh 2JIeKTPOHHBbIE (puaTHBIE JeHbrH (PaBHBI TOCY/IApPCTBEHHBIM
BaJIIOTaM) U 5JIEKTPOHHBIE HepUaTHBIE IeHbIU (He paBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 10 O€30I1aCHOM pa60Te C 9JIECKTPOHHBIMU J€HbI'aMM:

1. [IpuBsKM K cueTy MOOWIbHBIN TesieOH. DTO caMbIil yAOOHBIH U OBICTPHIA CIIOCOO
BOCCTaHOBHTb JIOCTYH K cueTy. [IpuBsA3aHHBIN Tesie)OH ITOMOKET, €CJIU 3a0yellb CBOM
IUIATEXKHBIHM MAapOJIh UK 3aUIeNTh HA CAalT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Mcnosp3yii ojiHOpa3oBble maposu. [ocsie nepexosia Ha yCHJIEHHYIO aBTOPU3AIUIO Tehe
yKe He Oy/IeT yIpoXKaTh OIMACHOCTh KPAXKH WJIU IIEPEXBATA IIATEXKHOTO MapOJIs;

3. Breibepu cioxkHbIM maposib. [IpecTymHHKaM OyZeT He MPOCTO yrazjaTh CJIOMKHBIN
napoJsib. HaziesxHble maposu - 3TO MapoJiv, KOTOphble coZiepKaT He MeHee 8 3HAKOB U
BKJTIOYAIOT B €051 CTPOYHBIE U IPOIKCHBIE OYKBBI, ITU(PBI ¥ HECKOJIBKO CHMBOJIOB, TAKHE
KaK 3HaK JioJiiapa, ¢pyHTa, BOCKJIUIATeIbHbBIN 3HAK U T.Il. Hampumep, $tRong!;;

4. He BBOAM cBOU JIMUHBIE TaHHBIE HA caliTaX, KOTOPHIM HE JJOBEPSIEIIb.
AJIEeKTPOHHAA MOYTA

IJIEKTPOHHASA II0YTA - 3TO TEXHOJIOTHS U IIPEIOCTABIIsIEMBIE €10 YCIIYTH 110 IIEPEChIKE U
MTOJIyYeHUI0 3JIEKTPOHHBIX COOOIIEHUI, KOTOpPhIe PacHpeiesssioTCs B KOMIIBIOTEPHOM
cetd. OOBIYHO OJJIEKTPOHHBIM IOUTOBBIA SIIUK BBIIVIAAUT CJIEAYIOMAM 00pa3oM:
UMs_TI0JIb30BATEA@UMs_oMeHa. Takke KpoMe mepeslady MPOCTOr0 TEKCTA, NMEETCS
BO3MOXKHOCTB Tepe/IaBaTh (pauiIbl.

OCHOBHBIE COBETHI 10 O€30ITaCHON PaboTe C HJIEKTPOHHON TOYUTOM:

1. Hayto BeIOpaTh MpaBUJIBHBIN ITOYTOBBIN cepBUC. B MHTEpHETE eCTh OTPOMHBIN BBIOOD
OeCIUIaTHBIX IMOYTOBBIX CEPBHUCOB, OJTHAKO JIYYIIE JIOBEPATH TEM, KOTO 3HAEIIb U KTO
TIEPBbHIN B PEUTHHTE;

2. He ykaspIBaii B INYHOU MOYTE JINUHYIO MHGOpManuio. Hampumep, jrydiie BoIOPATh
"My3bIKaJIbHBIN__(paHaT@" mwin "pok2013" BMecTo "Tema13";

3. Mcnob3y#l ABYXATATHYIO aBTOPHU3AIUI0. DTO KOTZ[a IOMHMO HapOJIsi HY»KHO BBOJUTD
KO/JI, MpUChLIaeMbIH 110 SMS;

4. Bpibepu CIJIOKHBIM Taposib. [IJi KaXKI0ro MOYTOBOTO SIIIUKA JOJIKEH OBITh CBOH
Ha/IeXKHBIH, YCTOMYUBBIN K B3JIOMY apOJIb;

5. Ecoim ecTh BO3BMOXKHOCTh HAIMCaTh CaMOMY CBOUM JIMYHBIM BOIIPOC, UCIOJIB3YH 3Ty
BO3MO>KHOCTD;



6. Vcronp3yil HECKOJIBKO ITOYTOBBIX SIIUKOB. IIepBBIM JJIsi YacTHOU IEPENHCKH C
azpecaTaMi, KOTOPBIM ThI JIOBEPSEIIb. DTO BJIEKTPOHHBIN aJipec He HAJ[0 UCIIOJIb30BaTh
IIPY perucTparnuu Ha GpopyMax U cauTax;

7. He oTkpbIBail ¢ailibl U JIpyTUe BJIOKEHUS B MUCHbMaX, Ja’Ke €CJIU OHH IPUIIUIHA OT
TBOUX Jipy3e. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiiisl;

8. ITocsie okOHYAaHUS PAOOTHI HAa IIOYTOBOM CEPBHCE ITEPE] 3aKPHITHEM BKJIAJIKU C CAHTOM
He 320y HaXkaTh HA "Beriitu'.

Kuo6epOy/L/ITMHT WIN BUPTYaJIbHOE U3/1€BATEIHCTBO

KubepOystmHr - TIpecyiefoBaHUE COOOIEHUSIMU, COAEPIKAIUMH OCKOPOJIeHUs,
arpeccuio, 3alyTUBaHWE; XYJUTAHCTBO; COIUAIBHOE OOWKOTHUPOBAHUE C ITOMOIIBIO
Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 O0OPHOE ¢ KNOEPOYIIITMHTOM:

1. He 6pocatics B 601i. JIyumuii croco0: TOCOBETOBAThCS KaK cebsl BECTH U, €CJTH HET TOTO,
K KOMY MOKHO OOpaTHUTbCs, TO BHaYajie YCHOKOUThCS. ECJM ThI HAavHEIb OTBEYaThb
OCKOpOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €ellle O0JIbIIe PAa30KIKeIlh KOH(MJINKT;

2. YrpasJisaii cBoel kubeppelryTaueni;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CyH_[eCTBYIOT CIIOCOOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHMMHBIM aKKayHTOM;

4. He crouT BecTH XyJIMTaHCKUI 00pa3 BUPTYyaIbHOH KU3HU. VIHTEpHET PUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIAIUTh UX Oy/IeT KpaiiHe 3aTpy/IHUTETBHO;

5. Cobutroaii CBOI0 BUPTYJIBHYIO YECTh CMOJIOAY;

6. Irnopupyii eTuHUUYHBIN HeraTuB. OZJHOPa30BbIe OCKOPOUTETbHBIE COOOIIIEHUS JIyUIIIe
urHopupoBaTbh. OOBIYHO arpeccus MpeKpalaeTcsa Ha Ha4YaJlbHOM CTaiuY;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIEHUAMU, B COITUATBHBIX
CeTAX eCTh BO3MOXKHOCTh OJIOKMPOBKU OTIIPABKU COOOIIEHUH C OIIpe/leJIEeHHbBIX a/IPECOB;

8. Ecim TBI cBuzerenp KubepOysuimHra. TBOWM JeWCTBUA: BBICTYIIUTh IPOTUB
Ipecjie/ioBaTesisA, IMOKa3aTh €My, 4YTO €ro JIEHMCTBUsS OIEHUBAIOTCA HETraTHBHO,
MOZAEPKATh JKEPTBY, KOTOPOH HY’KHA IICUXOJIO0TUYECKAs TIOMOIIb, COOOITUTH B3POCJIBIM
0 ¢axTe arpecCUBHOTO MOBE/IEHUS B CETH.

MooOuiibHBIN Te1edOH

CoBpemeHHble cMapT¢OHBI U IUIAHINETHI COJlep:KaT B cebe BIIOJIHE B3POCIIBIA
dyHKIIMOHAJ, U TEIIEPh OHU MOTYT KOHKYPUPOBATh CO CTAIlMOHAPHBIMU KOMITbIOTEPAMMU.
OmHaxko, CpeACTB 3aIUTHI JIJIA IMOIO0OHBIX YCTPONCTB MOKAa OUeHb Majio. TectupoBaHme 1
TIOUCK YSI3BUMOCTEN B HUX ITPOUCXO/IUT HE TaK MHTEHCUBHO, Kak i [IK, To ke camoe
KacaeTcsl U MOOHMJIbHBIX MPUJIOKEHH .

CoBpemeHHbBIE MOOMIIPHBIE Opay3€ephl YiKe MPAaKTUYECKH TOTHAJIM HACTOJIbHBIE AaHAJIOTH,
OTHAKO paciiupeHne (pyHKIMOHAIA BJeYeT 32 COO0M OOJIBIIYIO CIOKHOCTDh M MEHBIITYIO
3aIUIIEHHOCTD.



,Z[EUIEKO HE BCE IIPOU3BOAUTE/IN BBIIIYCKAIOT O6HOBJI€HI/IH, 3aKpbIBalOI[ye KPpUTHYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OcHOBHBIE COBETHI /11 6€301MacHOCTH MOOMJIBHOTO TeyiedpoHa:

Hwuuero He sBJIsIeTCs mO-HacTOAIEMY OecriaTHBIM. By/ib ocToposkeH, BeZlb Korzia Tebe
MpejiaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO ILJIaTHBIE
yCIIyry;

Hymaii, npexae yem otapaBuTh SMS, doTto unm Buzieo. Thl TOUHO 3HAEITD, T/I€ OHU OYAyT
B KOHEYHOM HUTOore?

Heo6xoamMo 0OHOBJIATH OMEPAITUOHHYIO CUCTEMY TBOETO CMapTdOHA;
Vcrosp3yit aHTHBUPYCHBIE ITPOTPAMMBI 77151 MOOHMJIbHBIX TeJIE()OHOB,;

He 3arpyxaif IpuaoKeHUs1 OT HEU3BECTHOTO MCTOYHUKA, Be/Ib OHH MOTYT COZEPKATh
BPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

[Tocie Toro Kak Thl BBIWJENIb C CAlTa, IJl€ BBOAWII JIMYHYI0 MHGOPMAIN0, 3ak/IN B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

[lepuoguuecku IpoBepsAl, Kakue MJIaTHbIe YCJIYTU AKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOI1 HOMeP MOOHMIBHOTO TesiehOHA TOJIHKO JIIO/ISIM, KOTOPBIX ThI 3HAEIh U KOMY
Zl0Bepselllb;

Bluetooth momkxeH OBITH BBHIK/IIOUEH, KOT/Ia ThI MM He IT0JIb3yelibcs. He 3a0bIBaii mHOTIA
MIPOBEPATH 3TO.

Online urps1

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOYHBbIE, 3aXBATHIBAIOIHUE pPa3BJI€UYEHUS,
00beIUHSIONINE COTHU THICSY YEJIOBEK IO BceMy MUPY. VITPOKH HCCIIEAYIOT JaHHBIA UM
MHP, OOIIAIOTCA APYT C JIDYTOM, BBITIOJIHSIOT 3aJ]JaHHsA, CPAXKAIOTCA C MOHCTPAMHU H
MOJIy4alOT OMBIT. 3a YJOBOJIbCTBHE OHHU IUIATAT: IOKYHAKOT JHCK, OIUIAYUBAIOT
abOHEMEHT WJIU MPUOOPETAI0T KAKUE-TO OIIIHH.

Bce 3T cpenctBa UAYT Ha MOJJEp)KaHME W Pa3BUTHE UTPHI, a TakKe Ha camy
0e30I1aCHOCTh: COBEPIIIEHCTBYIOTCS CHCTEMBI aBTOPHU3AIHH, BBIIIYCKAIOTCA HOBBIE ITAaTYU
(1mudpoBbIe 3a1UIaTKYU JJ1A IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Urpax CTOUT oOIlacaTbCA HE€ CTOJIBKO CBOHX COIIEPHHUKOB, CKOJIBKO KpaXXH
TBOE€TI'0 I1ap0JId, Ha KOTOPOM OCHOBaHA CHCTE€Mad aBTOpHU3alluA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUTPOBOI'0 aKKayHTa:

1. Ectu ipyroii urpok BezieT ce0s MJI0X0 WM CO3/1aeT Tebe HeNIPUATHOCTH, 3a0JI0KUpYH
€ro B CIIMCKE UTPOKOB;

2. Tloxkasyiica aAMHUHUCTPATOpaM Wrpbl Ha IUJIOXO€ IIOBEJIEHHE STOr0 UTPOKa,
JKeJIaTeJTbHO MIPUIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB,

3. He ykasspiBaiil 1nuHyo nHpopMaIuo B npodaiisie Urpsi;

4. YBaxkall IpyTux y9acTHUKOB I10 UTPE;



5. He ycranaBiuBaii HeopunaibHble IaTYd U MO/IBI;
6. Mcnosib3yli cj10:KHBIE U Pa3HbIE IAPOJIH;

7. ,Z[axce BO BpEMA HUI'DbI HE CTOUT OTKJIIOYATb aHTUBHUPYC. IToka TBI Uurpaenib, TBOM
KOMIIBIOTED MOTYT 3apa3UuTh.

OUIINHT WIN Kpaxa THYHbIX JaHHbIX

OOBIYHOM Kpakedl JIleHer U [IOKYMEHTOB CEroAHsA YK€ HHUKOrO He YAUBHIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTHI 3JI0YMBIIUIEHHHUKU I[I€PEMECTIINCh B UHTEPHET, U
MIPOJIOJKAIOT 3aHUMAThCS " JTIOOMMBIM"' IEJIOM.

Tak mosiBUIaCh HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WX (QUILIMHT, TJIABHAA IIeJTh
KOTOPOTO COCTOUT B IIOJIyUeHUH KOH(PUAEHITNATBHBIX JAHHBIX II0JIb30BaTeJIEeN - IOTUHOB
u napoJieii. Ha anruiickom si3eike phishing yuraercs kak ¢pummusr (ot fishing - peioHas
JIOBJIA, password - mapoJib).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. EciM ThI IIOJ03peBaelllb, YTO TBOs aHKeTa ObLIa
B3JIOMaHa, TO HeoOX0UMO 3a0JIOKUPOBATh €€ U COODIIUTh aIMHUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Mcnosp3yii 6e3ommacHbie BeO-CalThl, B TOM UKCJIe, HHTEPHET-Mara3uHOB U ITOMCKOBBIX
CHUCTEM;

3. Mcnosnp3yii c1okHbIEe U pa3Hble maposu. Takum ob6pasoM, ecyin Tebs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY MOJIy4YaT JIOCTYII TOJIBKO K OJHOMY TBOeMY IPOQUIIIO B CETH, a HE KO
BCEM;

4. Ecynt Tebs1 B3710MAaIIH, TO HEOOXOUMO MIPEAYIIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOpPbIE
m06aBJIeHBI y T€OS B APY3bSX, O TOM, UTO TeOsI B3JIOMATH ¥, BO3MOYKHO, OT TBOETO NMEHU
OyZAeT pacchLIaThCs CIaM U CChUIKU Ha (PUIIIMTHTOBBIE CAWTHI;

5. YcranoBH HajiexkHbIN n1aposib (PIN) Ha MOOMIIBHBIN TetedOH;
6. OTKII0YU cOXpaHEeHUe MapoJis B Opaysepe;

7. He oTkpbiBall ailyibl U Apyrye BJIOKEHUS B MUChMAX, Jake €CJIM OHU MPUILIN OT
TBOUX Apy3ei. JIyulie yTOUYHH y HUX, OTIIPABJISIIN JI OHU Tebe 3TU hailibl.

IHudposBasa pemyranusa

[MudpoBas permyranus - 3TO HETATUBHAs WIN MO3UTHUBHAs WHGpOpPMAIUs B CETU O Tebe.
Kommpomerupyromiasa nHpopmainus, pa3MellleHHass B MUHTEPHETe, MOXKET CEPhe3HBIM
00pa3oM OTpas3uThcA Ha TBOeU peanbHOU ku3HU. "L{udpoBas pemyranusa” - 3TO TBOU
UMUK, KOTOPBIU (popmupyertcs u3 nHdopmanuu o tebe B UHTEPHETE.

TBoe mecTo KUTE/IbCTBA, yqe6b1, TBOE (l)I/IHaHCOBOE‘, IIOJIOZ2KEHHE, 0COOEHHOCTHU XapakKTepa
U paCCKa3bl O OJIN3KUX - BCE 3TO HAKAIJINBAETCA B CETH.

MHor1e HOAPOCTKH JIETKOMBICJIEHHO OTHOCSATCSA K ITyOJTUKAIIUU JIMIYHOU HHDOpMAIUH B
HuTepHETE, HE MTOHUMASA BO3MOKHBIX IMOCJIEACTBUM. ThI Jaske HE CMOKEIb JOTaJAaThCs
0 ToM, 4TO poTorpadusi, pasMeIleHHas 5 JIET Ha3a/l, CTajla IPUYUHOU OTKa3a IPUHSATH
TeOs Ha paboTy.



KommenTapuu, pasMmelieHue TBoux ¢ororpaduili u Jpyrue JeHCTBUS MOTLYT He
HCYEe3HYTh JlaXKe MOcjIe TOTO, KaK Thl UX YAAJIUIIb. Thl He 3Haellb, KTO COXPAHWI 3Ty
nHGOPMAIIHIO, IT0I1aJIa JIU OHA B IIOUCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, a TJIABHOE:
YTO MOAYMAIOT O TebOe OKpYy:KalIlye JIIOAW, KOTOpble HAaWAyT U YBUAAT 3To. Haiitu
“H@OpPMALI0 MHOTO JIET CIIyCTA CMOKET JII0001 - KaK U3 J00PBIX MOOYK/IEHUM, TaK U C
HaMepeHUEeM IPUYUHUTH BpPeJ. ITO MOKET ObITh KTO YTOZHO.

OcHOBHBIE COBETHI 110 3aIHTE ITU(PPOBOU PEIYTAIIUH:

1. I[loxymaii, mpexkae 4yeM 4TO-TO IIyOJIMKOBaTh U IEpefaBaTh y ceOsa B OJyiore WId B
COLIMAJIBHOHU CETH;

2. B HacTpotiikax mpoduisA yCTAHOBU OTPAHUYEHUS HA IPOCMOTP TBOETO MPOQUIIS U €r0
COJIEP>KUMOTO, c/ieIail ero TOJIbKO "I Apy3en’”;

3. He pasmernaii u He ykaspiBaii HHGOPMAIUIO, KOTOPas MOXKET KOro-anbo 0cKopOJIsiTh
WJIA OOUKATD.

ABTOpCKOE 1IPAaBO

CoBpemMeHHblE IIKOJIBHUKU - AKTUBHBIE II0JIb30BaTeNIN HU(PPOBOTO IIPOCTPAHCTBA.
OpHako ajieko He BCe 3HAIOT, UTO M0JIb30BaHUE MHOTUMH BO3MOXKHOCTAMU U(PPOBOTO
Mupa TpebyeT coOJII0IEHN ITPAB HA NHTEJIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTe/IEKTyabHasE COOCTBEHHOCTh' OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAUMHASA C HOBBIX H300peTeHWil W 3HAKOB, O00O3HAYAIOIIUX
COOCTBEHHOCTh HA TPOAYKTHI U YCJIYTH, U 3aKaH4YWBasA KHUTaMU, ¢oTtorpadusamu,
KUHOMWIBMaMH U My3bIKaJIbHBIMH IIPOU3BE/IEHUSI M.

ABTOpCKHE IpaBa - 5TO IpaBa HA UHTEJUIEKTYAJIbHYIO0 COOCTBEHHOCTh HA ITPOU3BEJEHUS
HAyKH, JINTEPATYPHI U UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYNAIOT B KAUeCTBE FapaHTUHU
TOTO, YTO UHTEJIEKTYaIbHBIN/ TBOPUECKUH TPY aBTOPa He Oy/IeT HAalPACHBIM, AACT eMY
CIIpaBe/JIUBble BO3MOXKHOCTU 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyZa, MOJIYIUTh
M3BECTHOCTH U Tpu3HaHue. HUKkTo 6e3 paspeleHus aBTOpa HE MOXKET BOCIIPOU3BOUTD
€ro TPOW3BENEHUEe, PACIPOCTPAHATh, IyOJIUMYHO JAEMOHCTPUPOBATh, IPOAABATH,
MMIOPTUPOBATh, IYCKATh B IIPOKAT, IIyOJUYHO HCIIOJHSATH, TOKA3bIBATh/UCIOJTHATH B
adupe uim pa3MmeniaTts B IHTepHeTe.

Vcniotb30BaHUeE "TUPATCKOTO" TPOTPAMMHOTO 0O€eCIIeueH s MOXKET IIPUBECTU K MHOTUM
pUCKaM: OT IOTEPH JJAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKHU TBOETO YCTPOUCTBA, T/ie
yCTaHOBJIEHA HeJlerajibHas mporpamma. He cTout Takke 3a0bIBaTh, UTO CYIIECTBYIOT
JierajibHbIE U OeCIIaTHbIE TPOTPAMMBbI, KOTOPbIE MOXKHO HAUTH B CETH.

O moprase

CeteBUYOK.p - TBOU TIJIaBHBIM COBETYHMK B CeTU. 37ech Thl MOXKEIIb Y3HAThb O
0e30MacHOCTH B CETH IIOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a IPU BO3HUKHOBEHUH
KPUTHUYECKOU CUTYaIlu OOPAaTUTHCA 3a COBETOM. A TaKKe IPUHATH yUacTHe B KOHKypcax
U CTaTh CaMbIM ITU(DPOBHIM I'PAKAAHUHOM !



